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e BDF (Bus/Device/Function)

o [bus]:[device].[function] TEREINBPCITNA XA E—EIZHA T D7=HDEKREC
O 1lspci ANV RRETRLENEPD

> lspci
@)
00:00.0 Host bridge: Intel Corporation Raptor Lake-S Host Bridge/DRAM Controller (rev 01)

00:02.0 VGA compatible controller: Intel Corporation Raptor Lake-S GT1l [UHD Graphics 770] (rev 04)
00:06.0 PCI bridge: Intel Corporation Raptor Lake PCI Express 4.0 Graphics Port (rev 01)
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[1]: BitVisor, https://www.bitvisor.org/ja/
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PCl enumeration ZE8§ 9

PCIT /N1 ZD5Z|ZPCI Configuration SpaceNDFHAEZIH SR E S
Linux: &Bus/Device/FunctioniZxf L TConfigZefEZ &

1. Vendor ID / Device ID #5 ¢
1. OXFFFF& 5 TFNA XA L] ¥ L TRA
. Header Type / Class Code / BAR R ¥ Z&:
. BARICOXFFFFFFFFZE&WT, KELMMIO/IO A X ZFAN B
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[ 2.684953] pci 0000:01:01.0: BAR 1 [mem 0x81400000-0x81400fff]: can't claim; address conflict with
PCI Bus 0000:02 [mem O0x81400000-0x815fffff]

ES5%56, BEIEPCIT /N1 XDOMMIOMEE D Bridge Window(LinuxHhE& 3,
Bridge/BusC & ICFIBRIBER X E D EIH)DEHZHE X TAIETH S (MDBuseFHZEL TL
B)EREENTLS

e NICHFTE T 5 DIFAKBDF_X(02:00.0)

e BIOS/UEFIIC KD, BitVisorPLinuxDiE&IFIIC, 5D L&, Bus 02D BridgeDEZ T TH
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oMM AXTLIE

Unable to change power state from D3cold to DO
PCIe link lost

FIEOMMIOEIHDEH TIIMEBRSETLED, TNATRXRDEREINELE T, SALHTAL
HEHLBEW (NICOL TP XAX%ZREADL THZET oxFF)

E2%5H6. ROV ERBEORESGIIBridgeFHDBREEREDVAIVWSEENLE S
BRC... CNULEIEDPULEZS LT, EFRICHTT

pcie_port_pm=off pcie_aspm=off pci=noaer

ZbootargsIZiEENM L T, PCIRDBIREERF D = # il »E¥1L

BAR/MMIOIZEndpointB{ADEE Y L TRIXNT E /', EREEIZRoot Port/Bridge/ACPIZ L FAROVKIFOERE 277, BDFfaLR
FITTIIEELEEEZSONS...

BDF_XICIEABTNAZADBEFEELB VWK SICLINUXICIFR A SO, COR—FDBRZFZETH, ETNARADBEICEELTVWS D, E
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Before

ra25kito@xeon-e2376g:~$ lspci -tv
-[0000:00]-+-00.0 Intel Corporation Device 4c43

+-01.0-[01]--+-00.
| \-00.
+-01.1-[02]--+-00.
| \-00.
+-06.0-[03]----00.

0

(O S ENO RN

NVIDIA Corporation GK208B [GeForce GT 730]

NVIDIA Corporation GK208 HDMI/DP Audio Controller

Intel Corporation Ethernet Controller X710 for 10GbE SFP+

Intel Corporation Ethernet Controller X710 for 10GbE SFP+

Samsung Electronics Co Ltd NVMe SSD Controller PM9A1/PM9A3/980PRO

After: NIC(X710)A%02:00.050501:01.0ICREBIL TLWBSDHHOH B

-[0000:00]-+-00.0 Intel Corporation Device 4c43

+-01.0-[01]--+-00.
| +-00.
| \-01.

+-01.1-[02]--

0]
1
0]

NVIDIA Corporation GK208B [GeForce GT 730]
NVIDIA Corporation GK208 HDMI/DP Audio Controller
Intel Corporation Ethernet Controller X710 for 10GbE SFP+

+-06.0-[03]----00.0 Samsung Electronics Co Ltd NVMe SSD Controller PM9A1/PM9A3/980PRO
+-14.0 Intel Corporation Tiger Lake-H USB 3.2 Gen 2x1 xHCI Host Controller
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5R8&IC... B LI WETEOS Scarlety

BUOWDODWEEZECEZGEFEOHIAATEFT XS DRuUstBEOS

o IBHOSHEIFTNAF V) DFEBBI L RIT
o A—HXTFOJ S LIFMEBERETIC
exec¥shellzfE>5 727 T,
BLROSEITD/NA T HEL
m Scarlet
= Linux (GUIETD)
" XV6
= Windows, macOS (WIP)
¢ 1-¥5YFEHT—ED Dk
o GUI, Video, Audio, Network, etc
o BRDINAIN—)\1HF¥EE
o AIRICType 2 N1 N—NA1HTHH3
o KVMAPIHBIELTSHDT,
SR DB EEHET
Linux KYVMBIIRD 1 —1% 5 > RVMMA E <
(Firecracker& )

[2] Scarlet: https://github.com/petitstrawberry/Scarlet

QEMU

GitHub:
petitstrawberry/Scarlet

FOE
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e ARM 64bit
o BIEOSOMIGT —F T F v HRISC-VEARMAED T (RISC-VIZZZEZZEBEZF>TWV3S)
o UARTE T /N\YHHEZRS
o USBT—JIL—AKTHATERELWVL (FHMABDT)
o Z_ ¥ CEANLIERE
o RATRS, BMEEEALILY
e BETNAAR, T—hMAEBREDRFaXYIFRRELTWVWBREELWL
o UEFITT—hFTEBELL
o R—REKEDT—rO—4%ZEZDIEEE L TVDT, TENIXUEFIT, T5ICLiminelR D
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o EAR—-KRrIZBEZA,

REAN TS THRAME TH X 5 ERBEEE

e STy THHBEVWSELWLWEZALTD

O >DOHZEFER—F

o SZPCREMRBREE=ZA—NETTRIMYTIRZATH !
o BEMHATNATNLTVWS LD, DB ILENTWVWSBL, EE
o T/)\NA ADLEEKRNIA ﬁ*h,b$:x/h%@5LA£WLb74A®£ NEP!?
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e USB-CH —JIL—ARTUARTHENB L, R1O—REZERPTNYITHTETS

HOHESApple..??? 17



HDH LS Asahi Linux

EWODRBFIFEVWTHEZE, ZERICCOFEFIREZERIBL TLS DI, Apple Silicon Macic
Linuxz#tE L CTLW3Asahi LinuxZ7OS 7 FOENMFTH S

Asahi Linux & & "\

About Community Contribute Governance Documentation GitHub ~ Blog ~ Merch  Donate

FAsahi Linuxi&. 2020FEE7J)LOM1EEHMac mini, MacBook Air,
MacBook Proz 1D IC. Apple SiliconE&EMaciCLinux%BiEd 3 f'??x°"A5pifs'gf‘ir!L

Apple Sili

CCZBEBCIS 70V bELVIIa=T1TTal 3 reammere >

Install from macOS

'%"*TQH’C“@(,U/\“—Z VOZTIVVITDRRBEDRF X FELTREATINT
(70735 3)

o J—rTJO—bEARE/ TNT1TXRDEFEDHLHD
o J7 DEMNMFTHICEFEISTOHARR—RELDRELZRE

[3]: Asahi Linux, https://asahilinux.org/ 18
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ZOHT, - FO—4THZmInl B S N

Apple M1 Boot Flow

- + - + - + - + - +
| iBoot | -> | mlnl | -> | U-Boot | -> | GRUB | => | Linux
- + o —— + ———— + - + o +
Apple SoC 1init Runs after EFI app Linux

boot hand-off mlnl loader Kernel

o J—FO—4A L TODEE
o TINTAADHFERbHT=-DZ>T< N3
o framebuffere hHHEBEL TN

o U-Boot#r &= EFAIREIC
m ZCHBUEFIE¥RTEFI7Z ) £T1717% (GRUBLED T —FO—4HDMFEZ S ! )

LHL, 2OmMInlid, BER23T7—rO—H TlEaL !

~ [4]: m1nL, https://github.com/Asahilinux/minl 19
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REBNTN—N1HFZLTDOmilnl

minlid, 7—rO—4TH 3 EEAKFIC, Apple Silicon MacDNL/IN—NLHFTHH B

4 ™
Apple Silicon Mac

Guest OS (Linux)

. . | virtual UART
Linux UART driver J }{ MMIO register
UART MMIO load/store
s N
Dev machine
trap
____________________ >{ terminal ’
: Linux console lo
| m1n1 bootloader + hypervisor ¢ I 2
I VM control UART emulation I
| debug hooks trap guest MMIO | - |- gdb / payload tool
* Over USB-C I
| | | .
L 1
I 1
NG ) \ y,

e #ZROSOUARTADT7 I ZX% 7 v LT, USB-CRETHKT Y VICEIXT 314k
o RAO— FERXMEERE
o mInlUPEDU-Boot, 1 —RIAX—=—JREFEHELTEETES
e odb stubi¥at
o USB-CIEET, gdb®lldbh S5EEL T, TL—2 K1Y b EAHITED, XEUZBLED 20



SH=#FhR ARMBERE 70—

a2 DAIC (Apple
Interrupt
Controller) ¥,
IOMMU, UART % 7=
DR NERE

. MacBook% B2 &

. mlnlAht C CCUSB-CRRHTHRXY
onERTARREND B

BRI S VD B5U-Boot+GRUB/LimineZ:
EOJ—hrO—2+BIEOSOA X—

Rix

VMABi2E) L TU-BootA --> - T < S—
GRUB/Limine --> B{EOSH &} - S -

SN =~ > e G
~ \ passthrough(uint8_t
HAEYY MBS UARTEHEBTOSOOY
Mapped kernel stack window for Task (allocating): slot 11 @xfffffffffef9a000 - @xfffffffffefaaff = [cpud] PMGR R 23b700220+0:32 -> Oxff
—V R\Y
— W
Bb,gdbTT/

LTl

bash

Mapped kernel stack window for Task allocating): slot 12 OxFFFFFFFFfefabdoD - OxFFFFFFFFFafbbfr L 63 pythons...
230700220:0:32 = OxFF > OxFF

N £ PuG
\ — Mapped kernel stack window for Task (allocating): slot 13 GxFFFFFFFFFefbcOdd - OxFFFFFFFFrefcch 236700270+0:32 = OxFF > OxFF 2
£ cpud] PMGR W 23b700270:0:32 = @xff -> OxFf: Shadow-only dangerous writ
[ Loaded app: Clock (org.scarlet-os.desktop.clock) e zsh
Loaded app: Filer (org.scarlet-os.desktop. filer) 236700270+0: £
er 23b7001c0+0: 00001 0xf0000f python3.13

: Loaded app: Application Launcher (org.scarlet-os. desktop. launcher)
Loaded app: Notepad (org. scarlet-os. desktop.notepad) 237001040 0xf0000f: Shadon-only dang =0
Loaded app: Settings (0rg. scarlet-0s. desktop. settings)
Loaded app: Terminal (org. scarlet-os.desktop. terminal) 237001040 0xF0000fF Scarlet AAr..
Loaded 6 applications from /etc/stend. d/apps R 2367001c8: 0xF0000FF
Total 6 applications Loaded GR W 2367001c8+0:32 @xFO000FF: Shadow-only dang
stend: Starting IPC threa
Mapped kernel. stack window for Task (allocating): slot 14 GxFFFFFFFffefcdad - OxFFFFFFFFfefddfs < 237001¢8+0:32 = 0 oxfo000ft
i 236700220+0:32 = OxFF -> OxFF
236700220+9:32 = OxFf -> OxFF: Shadow-only dangerous writ

[cpud] PMGR W 236700220+0:32 -> @xff: Shadow-only dangerous writ

Starting sbus handler thread

\ stend:
|_I_| i Mapped kernel stack window for Task (allocating): slot 15 OxFFFFfffffefdeddd - Oxfffffffffefeeff

— W — f 2370022040:32 - OxEF -> OXFE

end: Reaped child PID=6 status=l R R 230700270+0:32 = OxFf -> OxFF
1 \n Reaped child PD=8 status=1 236700270+0:32 = OxFF -> OxFF: Shadow-only dangerous writ

o oo Stend: Reaped child PID-O status-0 e
[exit_group] Task 11 terminating sibling task 12 Cthread_group_id=l1) 236700270+0:32 = OxFF -> OxFF
32 - 0xF0000fF

[exit_group] Task 11 terminating sibling task 14 (thread_group_ide11) PMGR R 237001c8: xF0000f f
[ Task 11 terminating sibling tosk 13 (thread_group_id=11) 23070018 f -> OxfO000FF: Shadow-only dang

exit
stend: sbus handler thread starte

Stend: IPC thread started
[sys_socket_listen] Socket 4 now listening
stend: IPC socket listening at /tmp/stend.sock pu0] 2307001c8+0:32

23070018+0:3;
23070018+0.

# 1s /dev 2 R 2367001c8+0: xfo000f f
Mapped kernel stack window for Task (allocating): slot 16 @xFFFFFFFffefefddd - OxFFFFFFFFfeffrff > HV: User interrupt
f [cpud] User interrupt

— — =—
(=) o Directory Entering mypervisor shell
rectory 3 >
o060 O [ | >>> wdt = 0x23d200000
er Dev >>> p.write32(wdt + Oxic,
haract e 0 ttyo >

t
Hello from Apple Silicon"
Hello from Apple Silicon
#

T
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